il T o R T
(s R W R 1T )
(C&W&NT)

;H<’-Jv|§_!§ =
Hli%"ﬁ:?‘é?*ﬁﬂ S W’fﬁ;”%‘z’
% &)
o AR o

FI@"‘ Nﬁ'ﬁﬁ’?ﬁﬁﬁﬁi@ﬁmﬁﬁi "W%E’l'ﬁ* =TS

2 SRR TR AR RESE 2 RS (142 5 f
BIEE mﬁﬁeﬁ E‘ﬁi’ﬁif%‘FlWT CERT/C TR
FIIE SRR 2 A rm.f '

ISMS: BS7799/ISO/17799/ISO 7001 ERAR

ITSM: i tSAMF ISOZOOOO Auditor
BCM: BS25999 LA i ¥4 4 R !

rfl"l— 1;1_5;)(!:1 tlfg(?‘ij— F‘I;_EEI
1‘%'“3’“ B "Fﬁff@%‘]‘k’i FAEAE:LD)
(CSM&NT)
W
TRES 2 KRR (GRS Y T ) (R 2
THpd E Erol S A I(Awareness)
S ER P)
AFRE (B ) s =  GRREE (R 2 8 S S+ 5T )
s BRI R B
o EYRIP = PUREEESY 15k (PLSE)
« Cyberspaces = #rB#ji(=ICT+Contenst+Persons)(CSMFTRIFE)
o i * %Y ERI(PLSE)

I-Long Lin for Cybercrime & 2
CyberSecurity Management, CPU, 2010

erpd = VIR RL?
Electronic crimes (CSI/FBI),2007

- Figure 16. Dollar Amount Losses by Type of Attack
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Theft of confidential data, from all
causes but mobi dece theft

Laptoa or mobile hardwere theft
Insider abuse of Net access or e-mail

Phishing, where your organization was
fraudulently represented as sender

[ CSI2007 Computer Crime and Security Survey 2007 : 194 Respondents
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¢ Insider abuse of Net acess
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D~ =E greatest financial losses.
he i » Wireless network
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Common attack types(2006~2010)

Virus(Malware)
* Spyware(ex.96.03. 307 I 1L k)
e Phishing (personal)
e Spam mail (personal)
(G HEEP R R R F B R REAY)
* Unauthorized Access (/&9 Y)
» D0oS/DDoS
e Cloud Computing+Cloud Security
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e ISO/IEC 17799:2005/BS7799-1:2005 &

1SO27001/ BS7799-2:2005 FiEE
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SR TI : (PLSE Model) PR 11 A

. securlty policy;

. organization of information security;

. asset management;

. human resources security;

. physical and environmental security;

. communications and operations management;

. access control;

+ 8. information systems acquisition, development and
maintenance;

* 9. information security incident management;
« 10. business continuity management;
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Cloud Computing & Cloud Security
CRFFTRIGE ~ #rdih]) ~ BIF9)= FSNTMI

(Build New Momentum for the World) 200011106

New 3C (client, Cloud Compunting, Connectivity) by GOOgIe
New 3S (SaaS, PaaS, laaS) by Cloud Computing

SaaS (software as a Service), PaaS (Platform as a Service), 1aaS (Infrastructure as a service)

New 4S (SaaS, PaaS, laaS, SaaS) by Cloud
(Computing) Security & Paul Lin

'~ SaaS (Software as a Service), PaaS (Platform as a Service), laaS (Infrastructure as a service) , SaaS( Security as a Service)

. f%ﬁﬁ‘Cloud Computing ¥ =% by gy s = SRR

=(Data+Software+Platform+Infrastructure) X Service

» =((Data+Software+Platform+Infrastructure)X Service)) X Security (by Paul
Lin)--DSPISS
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Cloud Computing & Cloud Security
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ffiCloud Computing =% by st it 2 SRR
=(Data+Software+Platform+Infrastructure)X Service

((Data+Software+Platform+Infrastructure) X
ervice)) X Security (by Paul Lin)--DSPISS
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Cloud Computing & Cloud Security 2009/11/06
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CSI 36th 2009 Annual Conference
: Security. Strategy. Success.

Topics:

®Incident Response & Forensics

Attacks & Vulnerabilities .
®|nternational

Awareness
Career ®Management
Cloud Security ®Mobility
* Compliance ®Risk Management
« Control Systems & Physical

: @®Secure Development
Security eSmall Busi
« Government mall Business
« Healthcare ®Trusted Computing
« Identity & Access Management ®\/irtualization
®\\eb 2.0
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R SRR AR e S S Ee s
(Cyber security Manag.)
Hacking and Attack/Defence Strategy
Secure Code / Secure SE
Cybercrime and CyberForensics
Digital Evidence and Cyberevidence
g Cybercriminology(f/[lMOPillﬁ
e Cyberlaw
ISMS(1SO17799:2005/BS7799/CNS17799/1780
0/1SO27001:2005)

ITSM(1S020000)+BCM(BS25999)+ISRM(1SO27005)
 Cyber Security Management and Governace(ISG/CSG) *
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